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!FENSE INTELLIGENCE AGENCY‘

WASHINGTON, D.C. 20301

FOUO-5637/RSS-3
MEMORANDUM FOR THE CHAIRMAN, DCI SECURITY COMMITTEE
SUBJECT: SCI Denials Working Group - Final Report on Appeal Procedures

1. Since August 1978, the SCI Denials Working Group (SCIDWG) has held
several meetings based on tasking from the Chairman, Security Committee,
to draft due process/appeal procedures in the SCI clearability process.

2. From the outset, there was considerable disagreement over the need
for formal appeal procedures. The DoD members felt that DoD security
policy already observed due process, while other member agencies did not.
In this context, the question of whether access to SCI is a privilege was
often raised.

3. In September 1978, the DoD members drafted a proposal for a change
to DCID 1/14 which would incorporate the following:

"Each Senior Intelligence Officer shall establish formal procedures
ensuring that individuals denied access to SCI are notified of the
decision and are afforded a reasonable opportunity to respond."

Although the Chairman, SECOM, advised that a more detailed procedure was
needed, DoD members of the SCIDWG still feel that insertion of this state-
ment would protect the rights of the individual while sustaining the
equity of each agency or department.

4. In October 1978, a more comprehensive and detailed procedure was
drafted by the undersigned, baSed on input from DIA and the Military
Departments. NSA participated, in all meetings, but made it clear that
it does not agree in the basic’concept of an appeal procedure for SCI
inasmuch as there are already well established and frequently used
avenues of relief for individuals who have been denied access.

5. At a plenary session of the Working Group, on 25 October 1978, the
expanded DoD draft (as Annex B to DCID 1/14) was submitted and objections
were raised on such grounds as: legal necessity; requirement for notifi-
cation of denial; concern over confidentiality of sources; and a perceived
administrative burden. The strongest objection was registered when 0GC,
CIA, suggested that the DCI act as final authority in the appeal process.
Obviously, the membership is convinced that each SI0 if fully capable of
administering due process within his department or agency.
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6. 1In view of the above, draft Annex B to DCID 1/14 has been revised

to incorporate changes requested by various members of the Working Group
and is submitted herewith for consideration by the Security Committee at
its next meeting (enclosure 1).

7. 1 should like to thank the members of the Working Group for their
valuable assistance and also Mr. Erv Kuhnke, Community Security Group,
for his outstanding support. 1 appreciate the opportunity to participate
in these important endeavors.

™
1 Enclosure a/s \,  JOHN E. BURNS

-Acting Chairman
SCI Denials Working Group
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ANNEX B TO DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE 1/14
APPEALS PROCEDURES

1. Purpose. To establish uniform procedures for those individuals who
have been denied access to Sensitive Compartmented Information (SCI) and
who desire to appeal determinations of ineligibility.

2. Policy. It is the policy of the Director of Central Intelligence
that any 1nd1v1dua1 who has been denied access to SCI based=on=the-Person-

e ey g forth—in—paragraph=5;-DCd~t+/+4s shall be
afforded an opportun1ty to appeal such denial. This policy shall not
construed to require any agency or department to reveal more informati
than would be released under the Privacy Act of 1974.

3. Applicability. Provisions of this Annex shall apply to uniformed
members of the Military Departments or civilian employees, consultants
or contractors of all Federal agencies.

4. SCI Access Determination Authority. Adjudications for access to SCI
shalT be made by a Determination Authority designated by the Senior
Intelligence Officer (SI0) of each Department or Agency. Findings of
ineligibility shall be based oh:

a. Failure to meet minimum investigative requirements set forth in
paragraph 11, DCID 1/14.

b. Adjudicative conclusion that standards set forth in paragraph 5,
DCID 1/14, have not been satisfied.

5. Requirements. Each SIO will establish procedures to ensure that:

a. Any individual who has been found ineligible for access to SCI
shall be notified that ‘he/she does not meet the Personnel Security
Standards set forth in paragraph 5, DCID 1/14, if any inquiry is madg.

b. Each individual deemed qineligible for SCI access shall, upon
inquiry, be advised of procedures whereby he/she can ascertain the basis
for the denial of access. In all cases, the agency or department will
protect the right to privacy and the confidentiality of sources.

c¢. Each individual will be afforded a reasonable opportunity to offer
mitigating, explanatory or refuting information in his/her behalf. Such
information will be provided to the Determ1nat1on Authority.
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6. Review Authority. The SIO or his deisgnee will personally review any
case wherein the individual has submitted additional information which

is specific and relevant to a determination of ineligibility. In such
cases, the decision of the SIO or his designee shall be final.

Declassified and Approved For Release 2012/01/23 : CIA-RDP96M01138R000600030021-8




* * Declassified and Approved For Release 2012/01/23 : CIA-RDP96MO01138R000600030021-8

TAB _C

The BISM is a 1969 document and is no longer realistic
in its reference to the absence of an appeals program in
view of present operating procedures developed by Privacy
Act requirements. Revision of the BISM is scheduled for
early 1979 and the question of appeals procedures, should
they ever be required, will ‘be addressed in the revised
manual. Section III (h), of the BISM, therefore, should
not be regarded as the 'out" for the National Office's
participation in any appeals procedures. The substance of
this section cannot be considered viable in today's world.

It should be noted that reference to an "appeals pro-
cedure" in the context of the SECOM responsibility does not
mean that the disapproving authority would “inform the
disapproved person....or) allow, even encourage him to
generate an appeal to the disapproving authority." What
7t does mean is that a mechanism needs to be established
to adequately provide for the time when an appeal is
generated.

The National Program$ Staff and its various member
program offices should develop within DoD some mechanism
which will front for appeal inquiries involving all BYE
program offices. It is not intended that the National
"Office's current covert status be violated in such a process,
‘but rather that a pre-arranged method of dealing with
appeals be made a part of this Committee's present attempt
to systematize Community approaches to adjudication and
appeals procedures. ) :
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